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Cyber and Privacy 
Liability Insurance  
If an insurance broker offers you a new type of 
insurance, what are the questions that generally go 
through your mind?  -  Why?, Is it really needed?, How 
much?

Let’s get straight to the point.  The risk 
of a cyber-attack is real and the risk of 
a privacy breach and subsequent costs 
(fines and penalties, loss of revenue 
and complying with an enforceable 
undertaking) is heightened under the 
new privacy regime to be introduced in 
2014.

Research last year by the Federal 
Government’s Computer Emergency 
Response Team showed more than 20% 
of 255 organisations were aware of a 
cyber-incident in the previous year.  

Of the companies that suffered cyber 
incidents, 32% involved theft of a 
notebook, tablet or mobile device, 28% 
a virus or worm, 21% a Trojan or rootkit 
malware, 18% unauthorised access, 17% 
theft of confidential information and 16% 
denial of service attack.

If your fund has not considered this 
insurance - you need to.  From an 
operational risk perspective a fund must 
understand rapidly emerging new risks 
and be able to identify gaps in cover 
that exist in their current insurance 
programme.  

We have seen a dramatic interest in 
this new class of insurance from funds, 
financial services providers and other 
financial institutions, primarily because 
of gaps in coverage in their PI (trustee’s 
liability), crime and directors and officers 
insurance programme.  

As a trustee’s liability policy only covers 
loss arising from a ‘Wrongful Act’ of 
the Trustee, a cyber-event is unlikely to 
trigger this policy.  Further, these policies 
don’t usually cover fines, penalties and 
loss of revenue.  

Cyber insurance covers liability arising 
from a cyber or privacy event and 
includes the costs of restoring data and 
digital assets, investigating the cause of 
the event and public relations expenses 
to protect your reputation.  Loss of 
revenue following a cyber-event is also 
covered.  This coverage is important if 
your website or systems are down.  

Given the amount of funds under 
management and the confidential and 
personal information stored by funds 
they are potentially exposed to significant 
losses and reputational damage in the 
event of a cyber-attack. 

So, the million dollar question - how 
much?  Well, let’s make it clear that in 
comparison to other classes of insurance 
this cover isn’t cheap.  We have seen small 
funds pay $30,000 plus statutory charges 
for a $5 million limit and larger funds pay 
well in excess of $100,000 for $10 million 
in cover.  As this class of insurance is new 
we have found that premiums can vary 
substantially depending upon the risk 
profile and controls of the organisation.

To seek an immediate quotation and 
advice in respect of gaps in your current 
coverage, contact Blair McNamara on 
03 9657 4342 today.

Welcome to our ASFA 2013 edition of Insurance Insight.

As always, Insurance Insight is dedicated to covering key insurance issues and 
developments that may affect our clients and their business operations now or into the 
future.

In this edition of Insurance Insight we take a closer look at a number of 
important insurance industry developments including:

• Cyber and Privacy Liability Insurance
• Group Risk  Insurance - Market Update II
• Great Southern and Bridgecorp Legal Update

We hope you find this edition of Insurance Insight of interest.

Should you wish to discuss any matter contained in 
this newsletter or any aspect of your insurance 
arrangements then please do not hesitate to contact 
your existing IFS Insurance Solutions service team 
member. 

Robert Nunez 
Managing Director , IFS Insurance Solutions
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Group Risk Insurance – 
Market Update II
There has been a marked deterioration in Australia’s 
Group Risk Insurance market in recent times, with 
many large superannuation funds experiencing 
significant increases in premium rates, and in some 
cases a reduction in terms and conditions.  
Most Funds had enjoyed significant 
improvements in benefits as well as 
terms and conditions over the prior 10 
years with no impact on the premium 
rates charged to their members.

However, the improving claims trends 
experienced over these years, in 
particular with respect to Total and 
Permanent Disability (TPD) have come to 
an end, with premiums now significantly 
on the rise for virtually all Funds.  The 
range of premium increases has varied, 
with most increases for Industry Fund’s 
with whom we deal with being in the 
range of 30% to 45%.  However, we have 
seen reports of premiums increasing 

significantly above this, with some 
well in excess of 200%.  

This is probably not 
unexpected seeing as we 

are emerging from a 
Global Financial 

Crisis and 
it is well 

k n o w n 
that there 

is a close 
c o r r e l a t i o n 

between the 
financial performance 

of Group Insurance 
arrangements and the 

economic cycle and that there 
is always a significant lag effect 

in the  Group Insurance market 
between economic indicators and claims 
experience.  

The deterioration in claims experience 
has also resulted in decreased support 

from within the reinsurance market.  
For example, there has been recent 
reporting in the media indicating that 
RGA (Reinsurance Group of America) 
had lost $300 million in the Australian 
group life market in the three months to 
June.  This has resulted in this reinsurer 
suspending all quoting activity in the 
Australian group TPD market indefinitely, 
stating that the market is not stable and 
policies are being written at prices that 
are not sustainable.

The reduced reinsurance capacity has 
led to a lack of competition within the 
reinsurance market, resulting not only 
in some reinsurers withdrawing from 
the market, but being selective with 
regards to which arrangements they will 
support, or quoting significant increases 
in premiums and reduced terms and 
conditions.  

This has in turn led to insurers also being 
selective about which Funds they will 
pursue and the terms and conditions that 
they are prepared to support, with some 

insurers having to withdraw from tender 
processes because of lack of reinsurance 
support.  

Lack of reinsurance support makes it 
difficult for some insurers to offer terms 
as they will need to decide whether they 
are prepared to hold a larger share of the 
risk from their own reserves.  

Demand on the other hand has been 
strong with a number of large Industry 
based Funds facing renewal of their 
existing insurance arrangements and 
deciding to undertake a market review 
once they are advised of the renewal 
terms on offer, so as to ensure that they 
are able to extract the best terms for 
their membership.  

These market parameters of reduced 
supply and increased demand will no 
doubt be a contributing factor to the 
current surge in pricing and is likely to 
continue to influence pricing until the 
market is able to reach equilibrium.  

Funds are therefore likely to continue to 
experience tough market conditions for 
the foreseeable future as insurers and 
reinsurers grapple with deteriorating 
claims rates, longer claim tails and 
reduced market capacity.  

The outcomes of this process will not 
only result in continued increased pricing 
pressure but also in reduced terms and 
conditions.  This may result in reduced 
guarantee periods for some Funds 
and greater emphasis on eligibility for 
cover terms, especially with respect 
to increases in cover under automatic 
acceptance above the default cover level.

Funds currently undertaking a market 
review should ensure that they are 
engaging with an appropriately qualified 
consultant who can guide them through 
the current market conditions.  

In particular Funds should:

• Have a good understanding of the 
current financial performance of 
their Fund.  This ensures that they 
are able to gauge whether the 
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responses that they are receiving 
from the market are fair and 
reasonable within the current 
market environment.  

• Be engaging with prospective 
insurers to ensure that there is 
alignment between the prospective 
insurer and the Fund’s approach 
with respect to insurance strategy, 
claims philosophy and the preferred 
administration model. 

• Ensure that the Fund has good 
quality claims data.  In particular 
the data needs to be complete 
and accurate with respect to paid, 
admitted, declined, withdrawn and 
pending claims.    The quality of the 
data is crucial as this is the basis on 
which the insurer will undertake 

their pricing.  

• Review the Fund’s 
claims administration 

model to ensure that 
it is:

• a l i g n e d 
with the Fund’s 

insurance strategy; and 

• efficient and 
responsive to member needs; 
and 

• able to be supported by 
prospective insurers.  

• Ensure that the Fund and any 
prospective insurer are able to work 
together to ensure the best member 
“end to end” experience, whether 
it be in applying for additional 
insurance cover or making a claim.  

• Review their benefit design to ensure 
that the Fund’s arrangements are not 
overly exposed to selection risk and 
to consider design options which are 
more likely to have a reduced impact 
on pricing.  

• Review the policy document wording 
and Product Disclosure Statement 
(PDS) to ensure these are aligned 
and form a correct interpretation of 
the intent of the contract terms and 
conditions as negotiated with the 
insurer and offered to members

• Consider long term pricing 
strategies including profit sharing 
arrangements to ensure that the 
Fund is protected should the current 
pricing pressure result in the market 
setting premiums at a higher level 
than is consistent with long term 
claims experience, as has occurred 
in the past.  

Should your Fund need any assistance 
with respect to Group Risk insurance 
advice, tender management or due 
diligence review please contact the IFSIS 
Team on 03 9923 7171.
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Staff 
Appointments 

We are pleased to announce the 
following recent appointments to 
the Company;

• Corey  Fielding -  
Assistant Account Executive - 
Group Risk Insurance

• Jon  O’Riordan -  
Technical Account Manager – 
Professional Risks 

• Robert Giardina -  
Account Manager –  
Professional Risks



Great Southern & 
Bridgecorp Legal Update 
On 11 July 2013 the NSW Court of Appeal delivered its judgment in 
the case of Chubb Insurance Company of Australia v Moore (which 
stemmed from the Great Southern case in Victoria) in relation to a 
third party’s right to obtain a statutory charge over a director’s and 
officer’s insurance policy.   

This case has held great interest for 
insurers as it addresses the same issues 
that were determined by the New 
Zealand Courts in the Bridgecorp case.

In the Bridgecorp case the NZ High Court 
held that the relevant statutory charge 
would prevent directors and officers 
from accessing defence costs which 
would erode the limit of indemnity under 
the policy.  The NZ Court of Appeal, 
however, overturned this decision.

The Great Southern case was the first 
time an Australian Court has addressed 
this issue.  The relevant statutory charge 
was contained in section 6 of the Law 
Reform (Miscellaneous Provisions) Act 
1946 (NSW) (“the Act”).

The Court of Appeal held the following:

• The statutory charge does not 
extend to any defence costs that 
may be payable by the insurer as to 
hold otherwise would, in effect, be 
conferring greater contractual rights 
on third party claimants than the 
Insured has against the Insurer.  

• The statutory charge created by 
section 6 does not attach unless 
and until a liability to pay damages 
and compensation has been 
determined.

• A statutory charge does not 
apply to a claim for damages or 
compensation where the events 
giving rise to the claim occur before 
the inception of the relevant policy.  

• The statutory charge only applies to 
claims brought in a court in NSW.

Result

This decision provides clarity as to the 
scope and operation of statutory charges 
in Australia and confirms that insurers 
are not prevented from advancing 
defence costs to insureds even where 
the advancement of such costs reduces 
the cover available to meet any claim for 
compensation or damages

Source:  www.insurancenews.com.au

General Disclaimer
This newsletter is only for general information and is not a 

substitute for specific advice. We accept no responsibility 

for any person or corporation acting on  this information 

without prior consultation with us.
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About IFS 
Insurance 
Solutions 

Established in 1995, IFS 
Insurance Solutions is a 
licensed insurance broking 
and consulting firm and 
one the leading providers 
of insurance services 
and advice to Industry 
Superannuation Funds and 
related entities.

To find out how we 
can help your Fund or 
Organisation manage 
your existing insurance 
arrangements 
please call us on 
03 9923 7171
or visit us at 
www.ifsinsurance.com.
au.

 

Talk to the insurance experts.
IFS Insurance Solutions Pty Ltd

Phone: 03 9923 7171 
Email:  info@ifsinsurance.com.au
Web:  ifsinsurance.com.au
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ABN: 16 070 588 108. AFSL: 241506. This newsletter is only for general information and is not a substitute for specific advice. We accept no responsibility for any person or corporation acting on this information 
without prior consultation with us.  

Our Services  › General Insurance
 › Group Income Protection (EBA)
 › Employee Benefits 

 › Affinity Programs
 › Advisory and Consulting › Group Risk Insurance

 › Professional Risks
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